Mepki No o6ecne4yeHUo 6e30NacHOCTH MHOPMaLIMK

XOTMM HanoMHWTE BaM © npaeWnax knbepbe3onacHoOCTH, KOTOPLIE MOMOMYT
3AMTHTE HalK [aHHble oT yrpos. MNoxanyicta, GyobTe GOMTenbHsl Npw
paboTe C 3NEKTPOHHOW novTol. BOT nNpocTele  pekoMeHOaUMy  no
npenoTepalleHuio yrpo3 Ge3onacHoCTH MHpOpMaLMK:

1. MpoBepAITe agpeca 3NEeKTPOHHOW NOYTLI OTNPABWTENA, OaKE ecnNM WMA
COBNaAaeT ¢ W3BECTHLIM KOHTAKTOM.

2. He OTKpbIBAHTE NMCbMa WM 4aThbl OT HEW3IBECTHLIX OTNPaBUTENEN.

3. OCTOPOMHO OTHOCUTECH K MMCbMaM ¢ NPU3bIBaMK K AEWCTBUAM UMK TEMaMK
0 (hMHAHCaX W yrpo3ax.

4. He nepexoaMTe No CCbKaM B NMCbMax, ocoBEeHHO eCNK OHW KOPOTKME UMK
MCMONb3YIOT COKpaLLaTenu.

5. He OTKpbiBaiTE BNOMEHWA C NMOOO3PMTENBHBIMK paclUMpPeHHAMK (.Zip, Js,
EXE W T. A.) ¥ AOKYMEHTAMK C MaKPOCaMK.

6. He NOOKNHMYaWTE HEW3BECTHBIE BHELIHWE HOCWMTENW WHOPMAaLMM K
KOMNBHOTEDAM.

7. Wcnonb3yiiTe HadewHble naponv, co3fasad WX © HecTaHOapTHbIMMK
KOMBMHaLMAMA CUMBONOB.

MpW Nony4YeHu NOO03PUTENLHLIX MMCEM 0OpPaTUTE BHUMaHWE:

- 3HaKoM MW BaMm OTNpaBuTENb?

- NpUcyTCTBYHT N URL-CCHINKM?

- ECTb NW BNOMXEHWE C paclUMpeHWAMM Zip, js, .exe?

- MpOCHT MK AN BKMIOYUTL NOMLOEDKKY MaKpOCoB?

ECnM ecTb COMHEHWA W XOTh YTO-TO B MMCbME BbI3LIBAET Y BAC NOAO3PEHWE, TO
BENWKA BEPOATHOCTh, YTO 3TO OULLIMHI.

C [OONONHUTENBHOHM WHMOpPMAaUWEeR No Teme NWYHOW WHDOoPMAaLWOHHOW
Ge3onacHOCTH, B TOM YUCne No 3@M@eKTMBHOMY pacno3HaBaHuio (OUILMHIOBLIX
NUCEM, MOXHO 03HaKOMWTECA Ha CNneqyowmx MHOoPMaLUMOHHEIX pecypcax:

Pazgen «KubepbesonacHOCTE — 3T0 npocTtol» Ha EOMHOM noprtane
rocygapcTeeHHbIx yonyr — hitps:/iwww.gosuslugi.nu/cybersecurity;
lNeHgWHroean cTpaHdua B ceTH «MHTepHeT» — hittps:/imbep3ow. pd/;



